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1. Creating E-mail Account in Microsoft Outlook 2003

To configure email account setting in Microsoft Outlook:

1. Goto Menu bar and select the Tools then scroll down to Email Account button.
2. Choose Add a new e-mail account and click Next button.

E-mail Accounts

This wizard will allow you to change the e-mail
accounts and directories that Outlook uses.

Directory

(O Add a new directory or address book
() View or change existing directories or address books

3. Choose POP3 server type and click Next button.

Server Type
You can choose the type of sarver your new e-mal account will work with.

) Microsoft Exchange Server
Connect to an Exchange server to read e-mail, access public folders, and share
documents.
@por3
Connect to a POP3 e-mail server to download your e-mail.
O AP
Connect to an IMAP e-mail server to download e-mail and synchronize mailbox

O HTTP
Connect to an HTTP e-mail server such as Hotmail to download e-mail and
synchronize maibox folders.

() Additional Server Types
Connect to another workgroup or rd-party mai server.

[ <ex ][ mea> ] [ cance ]
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4. In E-Mail dialog box fill the User Information and logon Information in
appropriate boxes. In logon Information, please fill the user name from the email
address and the password which you use for your email address.

5. In Server Information, type the mail server numbers. These numbers (marked
with red color) can be changed according to the domain name. Then, click Next button.

E-mail Accounts @

Internet E-mail Settings (POP3)
Each of these settings are required to get your e-mail account working.

User Information Server Information

Your Name: |aperatingea I Incoming mail server (POP3){
E-mail Address: :operaﬁng_ca@myanrnar.cmi Outgoing mail server (SMTP)

Logon Information Test Settings

User Name:  |operatingca I After filing out the information on this screen, we
—_— - recommend you test your account by dicking the

Password: [pr————— I button below. (Requires network connection)
[¥]Remember password
[ Test Account settings .. |
[[]Log on using Secure Password
Authentication (SPA)

]

[ < Back ][ Next > ][ Cancel

6. You will see the following dialog box and Click Finish.

Add New E-mail Account

Congratulations!

Yiou hawve successfully entered all the information required to setup your
account,

To dose the wizard, dick Finish,
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2. Certificate Installation.

To use digital ID in your system, you need to install 3 certificate files provided by
Yatanarpon CA . They are,

1. Subscriber / User Certificate Installation (.PFX) File

2. Certification Authority (.CER) File and

3. Root Certification Authority (.CER) File

2.1 Subscriber/ User Certificate Installation

1. Click your Certificate (.pfx) file.
2. You will see Certificate Import Wizard and click Next button.
3. Specify the file you want to import by clicking Browse button and choose your file,

then click Next button.

Certificate Import Wizard X

File to Import
Specify the file you want to import.,

Eile name:

atingca. i [ Browse...

Maote: More than one certificate can be stored in a single file in the following formats:
Perzonal Information Exchange- PKCS =12 (PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)

Microsoft Serialized Certificate Store {55T)

[ < Back ][ Mext = ][ Cancel ]

4. For the security, the private key is protected with a password.
Type the password for the private key. Mark all Check boxes and click Next button.

Certificate Import Wizard @

Password
To maintain security, the private key was protected with a password.

Type the password for the private key.

Passward:

iﬂa:le strong private key protection. You wil be prompted every tme the
private key is used by an application if you enable this option.

Man this key as exportable. This will allow you to back up or transport your
keys at a later time,

[ < Back ][ Next > ][ Cancel ]
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5. Select Place all Certificates in the following store and click Browse button then click
Next.

Ce lificate Import Wizard E]

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
O Automatically select the certificate store based on the type of certificate
(® Place all certificates in the following store
Certificate store:
[ [ [ Browse... ]

[ < Back ][ Next > ][ Cancel l

6. Select the Personal Folder and click OK. Then click Next button in Certificate
Import Wizard dialog.

Certificate Import Wizard
.
Select Certificate Store

Select the certificate store you want to use, tes are kept,

| Personal : .
= Je, or you can specify a location for
(23 Trusted Root Certification Authorities

(22 Enterprise Trust ~ | Jed on the type of certificate
[ Intermediate Certification Authorities

(] Trusted Publishers
70 1 intri ieted artifirates

<

‘ [ Browse... ]

[[] Show physical stores

| <sak || next> || cancel |
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7. If you have successfully completed the Certificate Import Wizard, click Finish
button.

Certificate Import Wizard

Completing the Certificate Import
Wizard

You have successfully completed the Certificate Import
wizard,
You have spedfied the following settings:

Certificate Store Selected by User Personal
Content Certificate

[ < Back ]l Finish I[ Cancel

8. After completing the Certificate Import Wizard, you need to import a new private
exchange key. You can set security level (High or Medium).

Importing a new private exchange key

An application is creating a Protected item.

CryptoAP| Private Key

Securty level set to Medium [ Set Security Level... I

E OK j[ Cancel ][ Details...
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9. Click Set Security Level button and tick High check box. (If you want to set
High security level) and then click Next button.

Importing a new private exchange key
Choose a security level appropriate for this fem.

Request my permission with 2 password when this
tem isto be used.

O Medium
Request my pemission when this item is to be used.

10. Importing a new private exchange key dialog will appear. Type password and
Confirm: password and then click Finish button.

Importing a new private exchange key |

Create a password to protect this tem.

l\ Create a new password for this item.
Password for: |CryptoAP| Private Key |
~

Password: |9.90p9 ‘

Confirm: [essnee |

I < Back “ fnish | I Cancel I

11. Click OK button from the Certificate Import Wizard dialog. You are about to
finish the Certificate Installation.

Certificate Import Wizard %)

1 ) The import was successful.
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You can set Medium security level too:-

9.  Select the Medium button and Click Next button.
(If you want to set Medium security level)

Importing a new private exchange key

Choose a securtty level appropriate for this tem.

O High
Request my pemission with a password when this
itemis to be used.

() Medium
Request my pemission when this item is to be used.

10. To complete the wizard click Finish button.

X

Importing a new private exchange key

You have set your security level to medium.

A dizlog will prompt for your pemission when this
item is to be used.

< Back “ Firiish |[ Cancel

11. Click OK button and you Finish Certificate installation.

1 ) The import was successful.
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2.1 CA certificate Installation (.CER)
Second step is to install CA certificate (MET.cer) file.

1. Click require (MET.cer) file.
2. Click Install Certificate button.

General | Details | Certification Path

Certificate Information

This certificate is intended for the following purpose(s):

sEnsures the identity of a remote computer ~
*Proves your identity to a remote computer =
*Ensures software came from software publisher

*Protects software from alteration after publication

sProtects e-mail messages

+Allows data to be signed with the current time b

Issued to: MET

Issued by: myanmar infotech rootca

valid from 3/2/2009 to 3/9/2012

Install Certificate. ..

3. Select Place all Certificate in the following store button from the Certificate
Import Wizard window , click Browse button and then Click Next button.

Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Viindows can automatically select a certificate store, or you can specify a location for
O Automatically select the certificate store based on the type of certificate
(®) Place all certificates in the following stare

Certificate store:
‘ | [ Erowse... I

< Back " Next > I[ Cancel

Page | 10



4. Select the Intermediate Certification Authorities and click OK button click
Next button in Certificate Import Wizard status window.

Select the certificate store you want to use,

D Personal

[Z3 Trusted Root Certification Authorities
D Enterprise Trust

=
[Z3 Trusted Publishers

[ZA | Intr icted Certificates

E3

tes are kept.

e, or you can specify a location for

ed on the type of certificate

¥
| ¥

[ show physical stores

| I Browse..,

OK l [ Cancel J

< Back ][ Mext = ][ Cancel

5. The certificate Import Wizard is completed and Click Finish button.

Completing the Certificate Import
Wizard

You have successfilly completed the Certficate Impart
wizard.
You have spedified the following settings:

Certificate Store Selected by User Intermediate Certific:
Content Certificate

< Back ” Finish I[ Cancel ]

6. The Import was successful and Click OK button.

.
1 ) Theimport was successful.
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2.2 Root Certificate Installation (.Cer) File
Third step is to install Root CA certificate (.cer) file.

1. Click require (Myanmar InfoTech Rootca .cer) file.
2. Click Install Certificate button and click Next button.

Certificate =)E

General |.Det3\|s. [ Certification Path

Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: myanmar infotech raotca

Issued by: myanmar infotech rootca

valid from 3/10/2009 to 3/10/2014

Install Certificate...

3. Select Place all Certificate in the following store button from the
Certificate Import Wizard dialog and click Browse button. You will see the
Select Certificate Store Dialog and choose Trusted Root Certification
Authorities and Click Next >.

r
Select Certificate Store
Select the certificate store you want to use. tes are kept,
(1 Personal ~ :
e, or can specify a location for
(&Y 1rusted Root Certication Authorites | o i
(] Enterprise Trust ed on the type of certificate
(21 Intermediate Certification Authorities
(Z Trusted Publishers [
[T 1 Intri ictad Cartfiratac bt
< | 38 | 1
= - — | | Srowse... |
[Jshow physical stores
1 OK ] I Cancel ]

[ < Back ][ Next > ][ Cancel ]
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4. After selecting Trusted Root Certification Authorities tab from Select
Certificate Store dialog you will see again Certificate Import Wizard window
as follow and click Next button

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
(O Automatically select the certificate store based on the type of certificate
(%) Place all certificates in the following store

Certificate store:

Trusted Root Certification Authorities |

[ < Back “ Mext > |[ Cancel ]

5. Certificate Import wizard is completed by clicking Finish button.

Certificate Import Wizard 3]

Completing the Certificate Import
Wizard

You have successfully completed the Certificate Import
wizard.
You have spacified the following setings:

Certificate Store Selected by User Trusted Root Certific
Content Certificate

[ < Back ]I Frish |[ Cancel ]

6. Click OK button and then your Installation is completed.
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2.3 Get Digital ID
2.3.1 Downloading and Importing a Digital ID

You can also search public directory for someone’s Digital 1D, download the ID, and
import it to your address book. To search for someone’s Digital 1D in public directory:

1. Visit http://www.yadanarponca.com.mm or
http://www.yandarponca.com.mm/reposity and follow the instructions to search
for, select and download a Digital ID.

2. When the browser asks to choose the format for downloading select “someone’s
Digital ID” for Microsoft IE (4.0 or later) / Outlook Express / Microsoft Outlook
(2003/2007).

3. Click the Download button and save the certificate to a file on your PC.

2.4 Import Digital ID to Contacts
To import a downloaded Digital ID into your address book:

1. Open Microsoft Outlook and in the Menu bar, click Go button and scroll down to
Contacts button.

[ cperatingca - Contact EEE
{fle Edt Vew Insert Fomat Toos Actcns Hep
dsevearicose )4 4| ¥ D@0 ool

General | Detalls | Activities Certificates | All Fields

| s, [7] mstnemwons |0
Job tithe: Test O | Display as: | nihraye(rilam@wamar.com.mm)
Company: Test il

Web page address:

File as: Ni lar Aye ot IMaddress;
Phane numbers

e D)
)
[ 5]
fo o)

Addresses

5

[ hisis the mailing

2. Select New, type the required data in the text boxes.
3. After filling the require information click the Certificate tab.
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[ operatingca - Contact
i Bl Bt Vew lsert Fomat Tods Achors Hep

s i 0w 0350 o

EE®

Genersl | Detals | Actiites | Certficates | AlFields

Outlook will use ane of theza certificates to send encrypted mail to this contact.
You can get a certificate by receiving digitally signed mail from this contact or by importing a
certificate file for this contact.

Certificates (Digital IDs):

4. Click on the Import button and choose your file from your computer.
5. Locate the Digital 1D you just downloaded and click Open button. Then Click on

Save and Close button.

Two types of Importing Digital 1D

2

4.1

Importing Your Digital ID From Trust Center( Default Signing Messages)

When you finish configuring your email setting, you need to import your Digital ID to

S

1.
2.

ecurity option;

Go to Menu bar click Tools Menu and scroll down to Options tab.
And choose Security tab and mark all check box under Encrypted e-mail, (All

outgoing messages will be include signed & encrypted message) {see- under 3.

Certificate Application.}
Click Settings button.

Options

Encrypted e-mail

b‘referencesl‘_ Mail Seltup | Mail Format Spellngi Security O‘ther

Qﬂ [FlEncript contents ;
t

Add digital signature to outguing messages

Security Zones

content can be run in HTML messages.

chments for olinoing messaqest

[¥] send clear text signed message when sending signed messages
Request S/MIME receipt for all §/MIME signed messages

O Security zones allow you to customize whether scripts and active

Se things.. .

Zone: @ Restricted sites V'-_ [

Zone Sattings. .. ]

Download Pictures
[ change Automatic Download settings... |

Digital IDs (Certificates)

identity in electronic transactions.

Digital IDs or Certificates are documents that allow you to prove your

[ Impor tyExport... ] [ﬁelamhﬂm...]

ok J[ concel ][ sooty ]
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After Clicking Settings from Option dialog,

1. You will see Change Security Settings wizard as follow, then type display name

in Security Settings Name: .

2. Mark both Default Security Setting for this cryptographic message format and
Default Security Setting for all cryptographic messages.
3. Click Choose button from Signing Certificate:

Change Seaurity Settings EJ
Security Setting Preferences -
Security Settings Mame:
| My 5/MIME Settings {operatingca @myanmar. com.mm) w |
Cryptography Format: |5,'|'-'|IME i |

Default Security Setting for this cryptographic message format
Default Security Setting for all cryptographic messages

[5ev:grity Labels, ., ] [

Mew

] [ Delete

l

Certificates and Algorithms

Signing Certificate: |

H Choose... l

Hash Algorithm: |5H.¢\‘l

v

Encryption Certificate: |

H Choose. .. ]

Encryption Algorithm: EES

v

Send these certificates with signed messages

OK

] [ Cancel

4. Choose your file and click OK button.

Select the certificate you want to use.

Izsued to Issued by

‘operatin... MET

<

Intended P...

Code Signin...

Friendly na... | Expiration ...

2/4j2011

| 2

OK

H Cancel H View Certificate J
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5. When you finished filling Change Security Settings, click OK.

Change Sequrity Settings EJ
Security Setting Preferences

Security Settings Name:

| My 5/MIME Settings {operatingca @myanmar. com.mm) w |

Cryptoaraphy Format: |SfMIME o |

Default Security Setting for this cryptographic message format
Default Security Setting for all cryptographic messages

’Secgrity Labels... ] ’_ Mew ] [ Delete ]

Certificates and Algorithms

Signing Certificate: | operatingca | [ Choose. .. l
Hash Algorithm: |sHAL v|
Encryption Certificate: | ope@iinge H Choose. .. l
Encryption Algorithm: |3DES » |

Send these certificates with signed messages

[ oK ]I_ Cancel ]

2.4.2 Importing Digital IDs/ Certificates (Proving ldentity)

1. Go to Menu bar click Tools Menu and scroll down to Options tab.

2. And choose Security tab and mark all check box under Encrypted e-mail, (All
outgoing messages will be include signed & encrypted message) {see- under 3.
Certificate Application.}

3. Click Import/Export button from Digital 1Ds (Certificates) under Security tab.

Options ]
| Preferences | Mai Setup | Mail Format || peling : Security | Dther |
| Enaypted e-mai
Rj [Encrynt contents and attachmerts for outqeing messages!
tl  [F]add digitsl signature to outgoing messages
| [¥]send dear text signed message when sending signed messages
[¥]Request SMIME receipt for all §MIME signed messages

Security Zones
o Security 2ones allow you to customize whether scripts and active

content can be run in HTML massages.

‘ Zone: l@ Restricted sites v [ zone settings...

Download Pictures

Change Automatic Download Settings... J

Digital IDs (Certificates)

Digital IDs or Certificates are documents that alow yeou to prove your
identity in el=ctronic transactions.

[ mporyExpert... | [ getangmim.., |

Lo J[ concs [ aooh
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4. Click Browse button from Import existing Digital ID from a file and choose our

certificate security information file from your locate file.

Locate Security Profile EJFXI
Look in: |@test "‘ @ -3 XuE-
7 My Recent Uﬂﬂiﬂw
D poaments
@Dasklop
=My
C“Du:urmants
My
Computer
¢ My Network
‘:!PLBCES
File name: | V‘
Files of type: !Securit\,' Information "‘

5. Type certificate password in Password: box and type digital ID name in Digital

6.

Import/Export Digital 1D &l

() Impaort existing Digital ID from a file

Import the Digital ID from the file to your computer. You must use the
password you entered while exporting the certificate to this file,

Import FEile: |C: \Documents and Settings '\Administrail [ Browse...

Passwaord: | ITTITTITIYTYY |

Digital ID Name: | Operating CA |

() Export your Digital ID to a file

Export the Digital ID information into a file. Enter a password to help protect
this information.

Ok ] ’ Cancel

If you see again Trust Center status. Please click OK button.

ID Name: box. Check again your password and digital 1D then click OK button
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3. Certificate Application
3.1 Signing individual E-Mail

You can automatically sign all your outgoing E-mail using your Digital ID installed in your
browser or E-mail application. Signed E-mail allows an E-mail recipient to verify your

identity.
To Sign an outgoing message:

1. Click New button from Standard menu.

EEE

Eﬁe Edit EEH Insert Format Tools Table Window Help Type aquestion forhelp = X

o 2 @RS Y 8w Ao s o[

(il o, é}lilarave@wanmar.cum.mm:

Qe _

Subject:  Test Sign Button

el | o (B A oA BIUlEES|EEzEE §
Al

Hello

Testing with Individual outgoing signed message. 5

2. Click on the Digital Sign message "'i—l button.

The signed icon will be displayed in the upper right corner of the address pane. It indicates that

the message has signed.

3.2 Signing All Outgoing E-Mail.

To Sign an outgoing message automatically, you already mark Add digital signature to

outgoing messages check box.

i fle Edt Vew Insert Fomat Tods Teble Window Help
iicisend | ) - |8 4 P B | ¥ |[S |5 ogtons... - | HM ~ [EE]

[ To... pilaraye @myanmar .com.mm;

Subject: Test
E G b v n Az B L U|EER =S FFE K
-
Hello
Testing (outgoing message with signed & encrypted ) _
v
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1. Select the Tools menu and scroll to Options tab.
2. Select the Security tab and Mark to “Add digital signature to outgoing messages.
3. If you do not check this box, all outgoing message will not include sign symbol.

3.3 Encrypting your E-mail
You can encrypt individual message or configure your e-mail security option to automatically
encrypt all me-mail messages to recipients who Digital IDs are store in your address book.

3.3.1 Encrypting Individual Messages

To encrypt an outgoing message:

»Ee Edit View [nsert Format Tools Table Window Help Type a question for help | wiiX

idsend | ) - [ 8/ [3 1 B )% [(S] ) Optons.. - |HM. > gafh

WiTo.., nilaraye@myanmar .com.mm;

L ce..s

Subject: Test Encrypt Button

dj | (| Avial ¥ 10 vAv;B[ul.gg.:EE;‘=i;:- r_-
—

Hello

Testing with Individual outgoing Encrypted message.

= 1
1. In the message window click on the Encrypt Message[ 1 button.
2. If you do not have recipient’s Digital 1D, you can’t send encrypted message.

3.3.2 Encrypting All Outgoing E-Malil
You can automatically encrypt all your outgoing email, You already mark
Encrypt contents and attachment for outgoing messages check box.
1. Select the Tool button from Menu bar and scroll to Options tab.
2. Select the Security tab and mark the Encrypt contents and attachments for outgoing
message.
3. If you mark this message, all your outgoing email will be encrypted.
{see image -3.1}

4. Things to know...

4.3 How to protect your digital 1Ds

When private keys are stored on hardware tokens, smart cards, and other hardware devices that
are password- or PIN- protected, be sure to use a strong password or PIN. Never divulge your
password to others. You should not write your password down, but if you must, store it in a
secure location. Keep your password strong by following these rules:
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1. Use eight or more characters

Mix uppercase and lowercase letters with numbers and special characters

3. Choose a password that is difficult to guess or hack, but that you can remember without
having to write it down

4. Do not use a correctly spelled word in any language, as these are subject to “dictionary
attacks” that can crack these password in minutes

5. Change your password on a regular basis. Contact your system administrator for guidelines
on choosing a strong password.

n

To protect private keys stored in P12 (Portable format for storing/transporting a user’s private
keys and certificates)/PFX (Personal Information Exchange) files, use a strong password and set
your password timeout options appropriately. If using a P12 file to store private keys that you
use for signing, set your password timeout option so that your password is always required (this
is the default behavior). If using your P12 file to store private keys that are used to decrypt
documents, ensure that there is a backup copy of your private key or P12 file so that you can
continue to open encrypted documents should you lose your keys.

4.4 What to do if a digital ID is lost or stolen

If your digital ID was issued by a certificate authority, immediately notify the certificate
authority and request the revocation of your certificate. You should also stop using your private
key.

4.5 Sharing certificates with others

Your digital ID includes a certificate that others require to validate your digital signature
and to encrypt documents for you. If you know that others will need your certificate, you can
send it in advance to avoid delays when exchanging secure documents. Businesses that use
certificates to identify participants in signing and secure workflows often store certificates on a
directory server that participants can search to expand their list of trusted identities.
If you use a third-party security method, you method, you usually don’t need to share your
certificate with others. Third-party providers may validate identities using other methods, or
these validation methods may be integrated with Acrobat. See the documentation for the third-
party provider.

When you receive a certificate from someone, their name is add to your list of trusted
identities as a contact. Contacts are usually associated with one or more certificates and can be
edited, removed, or unassociated with another certificate. If your trust a contact, you can set
your trust setting to trust all digital signatures and certified documents created with their
certificate.

You can also import certificates from a certificate store, such as the windows certificate
store. A certificate store may contain numerous certificates issued by different certification
authorities.
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